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FONIX Ransomware Decryption Tool

Step 1: Download the decryption tool and save it somewhere in your computer from:
download.bitdefender.com/am/malware removal/BDFONIXDecryptor.exe

This tool works on an infected pc that has an

active internet connection.

The tool is able to decrypt at least the ransomware versions: 4.4.x, 4.3.x, 4.2.xX, 3.X
These versions use 4 encryption layers: RSA2048, RSA1024, ChaCha, Salsa

Step 2: Double click BDFONIXDecryptor.exe and allow it to run by clicking yes on the UAC

alert.

=

Do you want to allow the following program to make

'\';1 User Account Control

changes to this computer?

V Show details

Program name:  Bitdefender Tool
Verified publisher. Bitdefender SRL
File origin: Network drive

I

Change when these notifications appear

Yes Mo

Step 3: Select “I Agree” for the End User License Agreement

B Bitdefender Decryption Utility for Fonix ransomware.

License Agreement

Please read and confirm if you agree.

i

Subscription Agreement and Terms of services for Home User Solutions NOTICE TO ALL USERS: PLEASE READ THIS
AGREEMENT CAREFULLY! BY OPENING THIS PACKAGE, BREAKING THE SEAL, BY SELECTING "I ACCEPT", "OK",
“CONTINUE", "YES" OR BY INSTALLING OR USING THE SOFTWARE IN ANY WAY, YOU ARE INDICATING YOUR
COMPLETE UNDERSTANDING AND ACCEPTANCE OF THE TERMS OF THIS AGREEMENT. If the Software is downloaded
from the websites (for paid or trial use purposes), this Agreement will be accepted and a contract formed when the end
user (“You") selects an "I Accept”, “OK" or “Yes" button or box below prior to download or installation. The Agreement
is made available on Bitdefender websites as well for your reference. Certain Bitdefender Solution may require an active
and stable connection to the Internet in order to function. It is therefore your responsibility to ensure that you have at
all times an active and stable Internet connection. IF YOU DO NOT AGREE TO THESE TERMS AND CONDITIONS DO
NOT INSTALL OR ACCESS THE SOFTWARE OR OTHERWISE INDICATE REFUSAL, MAKE NO FURTHER USE OF THE
SOFTWARE, AND CONTACT YOUR VENDOR OR CUSTOMER SERVICE, FOR INFORMATION ON HOW TO OBTAIN A
REFUND OF THE MONEY YOU PAID FOR THE SOFTWARE AT ANY TIME DURING THE THIRTY (30) DAYS PERIOD

CONTINUE

[¥)1 agree with the terms of use


http://download.bitdefender.com/am/malware_removal/BDFONIXDecryptor.exe
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a Bitdefender Decryption Utility for Fonix ransomware.

Get the best ransomware protection Bt dofender

Bitdefender 2019 intercepts any kind of ransomware attack.

Please enter the necessary information to start

DSCdH entire system

[(JBackup files
Bitdefender X
Select

This utility decrypts files encrypted by Fonix ransomware.
The tool will attempt to find ‘cpriv.key’ on your system. The files cannot be decrypted without it!
This tool doesn't require internet access!

START TOO ADVANCED OPTIONS

Note: Tool informs that affected users, must have present on their PCs, at least 1 cpriv.key file,
either in the target folder to decrypt, or anywhere else on disks.

Step 4: Select “Scan Entire System” if you want to search for all encrypted files or just add the
path to where you previously saved the encrypted files.

We strongly recommend that you also select “Backup files” before starting the decryption process
in case anything unwanted happens while decrypting. Then press “Start Tool”.

E Bitdefender Decryption Utility for Fonix ransomware.

Get the best ransomware protection Bitceferider

Bitdefender 2019 intercepts any kind of ransomware attack.

Please enter the necessary information to start

Scan entire system

[#]Backup files

Select the encrypted folder
[FULL SYSTEM]

START TOOL ADVANCED OPTIONS



Bitdefender

At the end of this step, your files should have been decrypted.

E’ Bitdefender Decryption Utility for Fonix ransomware. a

Get the best ransomware protection

BUY NOW Bitdefender

Bitdefender 2019 intercepts any kind of ransomware attack.

Scan in progress

Please check log below for more information

Decrypt Files ... I

Scanning full system...

Decrypt[ 0] [CABOOTSECT.BAK.Email=[tt32styler32 @cock.lijID=[BD5D5592].XINOF] ... [OK]

Decrypt[ 1] [CALMKCD.Email=[tt32styler32@cock.lilID=[ED5D5592].XINCF] ... [OK]

Decrypt [ 2] [C\Program Files\7-Zip\7-zip.chm.Email=[tt32styler32 @cock.l]ID=[BD5D5592]. XINOF] ... [OK]
Decrypt[ 3] [C:\Program Files\7-Zip\7-zip32.dIl.Email=[tt32styler32@cock.liJID=[BD5D5592].XINOF] ... [OK
Decrypt[ 4] [C:\Program Files\7-Zip\7z.dIl.Email=[tt32styler32@ cock.li]ID=[BD5D5592].XINOF] ... [OK]
Decrypt [ 51 [C\Program Files\7-Zip\7z.exe.Email=[tt32styler32@cock.liID=[BD5D5592]. XINOF] ... [OK]
Decrypt [ 6] [C:\Program Files\7-Zip\7z.sfx.Email=[tt32styler32@cock.li]ID=[BD5D5592].XINOF] ... [OK]
Decrypt[ 7] [C\Program Files\7-Zip\7zCon.sfx.Email=[tt32styler32@cock.li[ID=[BD5D5592]. XINOF] ... [OK]
Decrypt[ 8] [C:\Program Files\7-Zip\7zFM.exe.Email=[tt32styler32@cock.iID=[BD5D5592]. XINQF] ... [OK]

If you encounter any issues, please contact us at forensics@bitdefender.com.
If you checked the backup option, you will see both the encrypted and decrypted files. You
can also find a log describing decryption process, in %temp%\BDRemovalTool folder:

To get rid of your left encrypted files, just search for files matching the extension and
remove them bulk. We do not encourage you to do this, unless you doubled check your files can
be opened safely and there is no trace of damage.

Ransomware in some cases encrypts files incorrectly so that decryption will not work properly,
we recommend that you back up your files before using the decryption tool if you have not already
checked the option "backup files " from decryption tool.

Acknowledgement:
This product may include software developed by the OpenSSL Project, for use in the
OpenSSL Toolkit (http://www.openssl.org/) and CryptoPP (https://github.com/noloader/cryptopp)
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